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User Guide

Storage Executive

Introduction

This guide describes how to install and use Storage Executive to monitor and manage Micron solid-state drives
(SSDs).

Storage Executive provides the ability to:

* View alldrives installed in a system and see current drive status and capacity, temperature, firmware version,
and driverinformation

* View SMART attributes

* Update firmware

* Removealldata froma drivebyperformingasanitize, format drive, or physicalsecurityID(PSID)
revert operation

* Enhance burst performance by enabling the Momentum Cache feature

* Improve drive performance and endurance by allocating over-provisioning capacity
* Increase drive endurance by setting Flex Capacity (supported drives only)

* Perform a drive self-test

* Create or delete namespaces

Products and specifications discussed herein are for evaluation and reference purposes only and are subject to change by
Micron without notice. Products are only warranted by Micron to meet Micron's production data sheet specifications. All
information discussed herein is provided on an "as is" basis, without warranties of any kind.
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Installing and Starting Storage Executive

Storage Executive supports the SSDs listed below. Install Storage Executive on each system containing the

SSD(s) you want to manage.

Table 1: System Requirements

Requirement Description
Micron SSD SATA SSDs: NVMe™ SSDs: SAS SSDs
e 5400 e  2100Al, 2100AT e S610DC
e 5300 Series e 2200 e S630DC
e 5210 e 2210 e S650DC
e 5200 Series e 2300 * S655DC
e 5100 Series e 2400
e 1300 e 2450
e 1100 e 2550
e M500 e 3400
e M500DC e 3460
e MS500IT e 3500
e M510 e 4150
e M510DC e  6400ZNS
e M550 e  6500ZNS
e M600 e 6500I0N
e P400M e 7100 Series
e 7300 Series
e 7400 Series
e 7450 Series
e  7500PRO 7500MAX
e 9100 Series
e 9200 Series
e 9300 Series
e 9400 Series
e 9500.Series
o P7

Micron Confidential
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Requirement

Description

Operating system

Microsoft Windows Server® 2022
Microsoft Windows Server® 2019, 2016
Windows Server 2012, 2012 R2
Windows Server 2008 SP2 (x64), 2008 R2
Windows® 11 (x64)

Windows® 10 (x64)

Windows 8.1, 8 (x64)

Red Hat® Enterprise Linux® version 6.0 or later
SUSE® Linux Enterprise Desktop 12, 11
Ubuntu® Desktop 16.04 or later

CentOS 7.x, 6.x, 5.x

Fedora 14 and later

Debian 11 and later

Windows Server 2022

QNX

vV0S$4.0,4.1,5.1,5.2

Table 2: NVMe Driver Support

Driver

Description

Micron Windows NVMe

For all supported versions of Windows, supports all Storage Executive features

Inbox Microsoft Windows 10 NVMe For Windows 10; supports all Storage Executive features except:

-Configure Power Management feature for an NVMe drive
-Perform format namespace operation

Linux inbox NVMe driver

Supports all Storages Executive features when drive is configured through linux
inbox driver

(Intel® RST) driver

The Intel® Rapid Storage Technology |Supports limited storage executive features when drive is configured with irst driver

Micron Confidential
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Table 3: RAID Controller Support

RAID Controller Details

Avago MegaRAID, Drives connected to MegaRAID controllers appear with the following device name, where X
Smart HBA, Microchip |indicates the ID of the MegaRAID controller and Y indicates the ID of the drive behind the
Smart RAID, Smart controller: mraidX:Y

Array Controllers

6 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Installation

1. Download Storage Executive from micron.com.
2. Run the installation file:

a. Windows: Storage-Executive-setup.exe
b. Linux: Storage-Executive-setup.run

3. Follow the instructions on the screen.
4. Click Finish when the installation completes
Starting Storage Executive
In Windows:
1. Open the Windows Start menu.

2. Click All Programs > Micron Storage Executive > Micron Storage Executive.

In Linux:

1. Navigate to/opt/Micron Technology/Micron Storage Executive.

2. Run the following command:/Storage Executive Client.run

When Storage Executive starts, the System Information screen appears

Stopping and Exiting Storage Executive

To stop and exit Storage Executive, click the Xin the upper right window of the application.
Obtaining Help

Forhelp oradditional information while using Storage Executive, click the Help link.

To contact customer support, click the Support link and enter the requested

information.

For a list of global SSD support websites, click the About link and select SSD Support Website.

7 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Updating Storage Executive

Toview the version of Storage Executive installed on the system, click the Aboutlink.

X Storage Executive

AMicron

NEW!

Version 7.12.122021.04 is
available.

You are currently on version
7.01.012021.05

B Drive Details
Jdi SMAR.T.

& Firmware Updates

Ia]

© Help | @ About | X Support (English)

Storage Executive

? DESKTOP-IEAVF’PB

Physical Memory

V Drive6 - Good Health
Micron_5200_MTFDDAK480TDC

Serial Number:
1853219813C6

Drive Capacity: 480.00 GB
30% )

Virtual Memory

JISMART.

Firmware Revision: "% Latest Firmware Installed
D1MU030
Current Temperature (in Celsius)
29°

When a new version of the software becomes available, a notice automatically appears above the management
options.

Micron Confidential
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At startup, Storage Executive detects all supported Micron SSDs installed in the system as well as standard
hard drives and third-party SSDs. The System Information screen appears anddisplays:

* Management options

* System information

e All detected drives and their status

Figure 1: System Information

A& System Information
A Drive Details

Jdi SMART

& Firmware Updates
@ sanitize Drive

® Format Drive

@ PSID Revert

Y Momentum Cache

= Flex Capacity

P —

28 Over Provisioning

|™ Device Self-Test

v

% Namespace Management

L

Physical Memory

‘ 4.37GB

J Drive2 - Good Health
Micron_5100_MTFDDAK480TCB

Serial Number:
18281EA4CAEE

Drive Capacity: 480.00 GB

L

el L

Virtual Memory

‘ 54GB

JMISMART.

Firmware Revision:
DOMUO064

& Latest Firmware Instafied

Current Temperature (in Celsius)

&

V Drive3 - Good Health
CT250MX5008SD1

Serial Number:
| 1916E1FB523B

‘ Drive Capacity: 250.00 GB

MISMART.

& Latest Firmware Installed

Firmware Revision:
M3CR023

Current Temperature (in Celsius)
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Management Options

Options for managingadrive appearonthe leftsideof thescreen. Optionsavailable vary depending on the
type and model of drive(s) installed in the system:
* System Information

* Drive Details

* SMART

* Firmware Updates

*  Sanitize Drive

* Format Drive

* PSID Revert

* Momentum Cache

* Flex Capacity

*  Over-Provisioning

* Device Self-Test

* Namespace Management

System Information

General system information appears at the top of the screen:

* Systemdetails: hostname, IP address, and installed operating system.
* Physical memory: amount of memory installed in the system.
* Virtual memory: amount of virtual memory configured in the system.

Detected Drives

All drives installedin the system appearin the lowerportion of the screen. Information displayed
depends on the type and model of drive(s) detected:

* Drive status: Overall status of the drive (Table 4).

* Drive numberandname: Name andnumberassignedto the drive.Click on the drive number to
view the drive's details.

* Serial number: Manufacturing serial number of the drive.

* Firmware availability: Indicates if a new version of firmware is available for the drive. This
informationis notavailable for standard hard drives or third-party SSDs.

* Currenttemperature: Currentoperatingtemperatureofthedriveasreported bythe SMART
temperature attribute. This information is not available for standard hard drives or third-party SSDs.

* Drive capacity: Percentage of drive capacity used out of total capacity.
*  SMART button: Click to view the drive's Self-Monitoring, Analysis, and Reporting Technology
(SMART) attributes.

Theorderofthedrivesdisplayed onthescreenisdetermined by the statusofeach drive. Drives with errors or
warnings appear before drives that are functioning properly (with noerrors).

10 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Drive Status

Description

Drive3 - Good Health

Micron_M550_EEFDDAKS12MAY

Good Health

Drive is operating properly (no errors).

L Drive3 - Busy

Micron_M550_EEFDDAKS12MAY

Busy

Drive is busy with an operation. This is a temporary state
and occurs when a long-running operation is in progress.

Drive6 - Sanitize In Progress

Sanitize In Progress

Micron_MEOD_MTFODDAKITOMBF

+— . . . -
ay Micron_ ME00_EEFDOAKS12MAY Sanitize drive operation is in progress.
Near TBW/Has Met TBW
! Sy Lo oW Drive i i h t its limit for total bytes writt
. Micron_M600_EEFDDAKS1ZMAY rive is nearing or has met its limit for total bytes written
(TBW). The drive will continue to operate normally;
however, it is recommended to back up all drive data to an
alternate storage device and replace the drive as soon as
possible.
Nearing Write Protect
i Drived4 - Nearing Write Protect
. R o Drive is approaching the end of its lifespan and will soon
enter write protect (read-only) mode. It is recommended to
back up all data to an alternate storage device and replace
the drive as soon as possible.
SMART Threshold Exceeded
i Drived - Exceeded SMART Threshold
— One or more SMART threshold values has been exceeded on

the drive.

Drive3 - In White Protect

Micron_M550_EEFDDAKS12MAY

In Write Protect

Drive has reached the end of its lifespan and is in write
protect (read-only) mode. Any pending data should be
saved to an alternate storage device and the drive replaced
as soon as possible.

Drived - In Fault State

Micron_M500_EEFDDAKS12MAY

In Fault State

Drive is in a faulty state, which could result in unreliable
behavior (drive operations may fail or drive information may
no longer be available). Contact Micron support on the
Contact Support page.

)

[devinvme0 - Attention! Drive is in Panic State!

Drive is in With Drive in panic state, Only limited functionalities
supported on the drive

Micron Confidential
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Refreshing Information

Click theRefreshiconinthe upperright cornerof thescreento refreshdetecteddrives and drive information:

Selecting a Drive

Select a drive using one of two methods:

* Click on a drive number to view the drive's details (Figure 2)

* Click amanagement option and then select a drive to manage (Figure 3)

Figure 2: Selecting a Drive for Details

Q

B DESKTOP-AOBL521

py 10.102.28 200 - Windows 0 Enterprice (buiid 1829€), 64-bx

Physical Memory Virtual Memory
20568 | 36308
7a8 ] 2
Drive0 - Good Health HSMART
V ME10-MTFODAK 1 23MAZ

Serial Number: Firmware Revision:
000000001323102058ACT Muo02

Drve Capacity: 128.00 GB Current Temperature (in Celsus)

[ — ) & ]

Drive1 - Good Heaith MSMART

Sesial Number: Firmwars Revision: & Latest Firmware Instalied

163413CFO6F7 MOMUO31

Drve Capacity: 512.00 GB Current Temperature (in C

&

V Drive2 - Good Hesith dSMART
Micron_ME100_EEFDDAN24ITCE

Serial Number Firmwarz Revision:

163113898773 DOMUD27

Drwe Capacily: 240.00 GB Curren Temperature (in Celsus)

& &
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Figure 3: Selecting a Drive to Manage

8 Drive Detalls

%
|

i SMART

v

4 Firmware Upcates

Q sanitize Drive

Drived . Good Health
Q@
ESQ Raved V CT29MAM A 30

Y Momentum Cache | Serial Number Fammware Revision
1918E200F 088 MICROY

E Flox Capacay Drve Capacity 290.00 GB Cutrent Temperatare (0 Cetsios

| & - %

82 Over Provisioning A=

™ Device Salt-Test V mtinvme192622662EB7 - Good Health NEMART

Miccam_7106A1_ECYDHBANTOIDS

£ Namespace Mandgement
P 9 Sertal Nummber Famware Reviucn L Fieromare NOT Avastatte

192522662€87 MU0t

3| Orve Capacity 1.02 7B Curent Temperature (n Cetsius
| &= -y

Viewing and Saving Drive Details
The DriveDetails screen providesvariousinformation aboutaselected drive,including:

* Basicinformation such as capacity, interface, temperature, and driver versions
* Performance and optimization information

* SMART threshold alerts

* Debugdata including controller and OS information

13 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Viewing Basic Information

1. Click adrive number on the System Information screen or click on the
Drive Detailsmenuand selectadrive. The drive’s details appear.

Figure 4: Drive Details

- Drive1-G ith

et Debug Data ‘ = =

Drive Usage Temperature

_/ 27° Celsius

Serial Number:  160913A4248C SATA Information:

Totzl Capscity: 960.00 GB SATA Interface:  SATA 6.0Gbis
(SATA 3)

Available Capacity: 960.00 GB
Total Bytes Written: 7.26 TB

Driver Version:  10.0.16298.461 (Standard SATA AHCI
Controller)

Firmware Revision: FOBNO183

Note: The drive capacity reported by Storage Executive may vary from the capacity reported by the operating
system. StorageExecutivereports1 KB as 1000bytes. Most operating systems report 1KB as 1024 bytes.
Also note:

* Drivecapacity (Drive Usagegauge)does notappearfordrivesbehindaRAID controller.

* Ifadrive does not contain partitions, the entire driveis reported as available.

* Ifadrivedoescontain apartition butthe partitionisnot mounted, theentire partition is reported as
unavailable.

» Ifadrivecontainsapartitionandthe partitionismounted, the portion thatis used isreported as
unavailable while the remaining portion is reported as avail- able.

2.Click the Refresh button to refresh the information.

14 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Viewing Drive Performance and Optimization

If the selected drivecan beoptimized for performance,information appearsatthe top of the Drive Details

screen describing what action(s) can be taken.

Note: This information variesand onlyappearsifthe selected driveisnot meetinga performance or optimization

condition.

Figure 5: Performance and Optimization Information

Drive4 - Near TBW

— Micron_M550_EEFDDAKS12MAY

Drive Usage Temperature

30° Celsius

Performance and Optimization

Disable Last Accessed Timestamp

Disabling the last accessed timestamp will reduce unnecessary writes to the SSD, extending its life.
» Get More Information

Disable 8.3 Filename Creation

Supporting legacy MS-DOS file-naming conventions will reduce performance of an NTFS volume. Unless absolutely

necessary, 8.3 filename creation should be disabled.
» Get More Information

Enable AHC| Mode

Your motherboard BIOS configuration is set to 'IDE' mode. This configuration should be set to "AHCI' mode for optimal

performance and to ensure full software feature support.

Default NVMe Driver In Use

You are currently using the default NVMe driver for this device. For optimal performance and full software feature

support, you should install the official vendor NVMe driver.

Enable Windows Write-Cache Buffer Flushing

Windows Write-Cache Buffer Flushing is disabled and there is a potential for data integrity issues.

The system does not indicate a battery backed power solution. With Windows Write-Cache Buffer Flushing disabled,

there is a higher potential for data integrity issues.

15 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Viewing SMART Thresholds

If the selecteddrive exceedsaSMART threshold,awarning appearsatthe topofthe Drive Details screen
with alist of SMART attributes.

Figure 6: Drive Details—SMART Threshold Exceeded

[

- ' Drive2 - Exceeded SMART Threshold

=== ————

Exceeded SMART Thresholds:
ID' Description
5 Retired NAND Blocks

170 Reserved block count

Dirive Usage Temperature

0.24GB { 27" Celsius

o a0 o 120

Performance and Optimization

Dizable 3.3 Filename Creation

Suppering legacy M3-0:05 file-naming conwventions will reduce performance of an NTFS wolume. Unless sbeolutely
necessary, 2.3 filename creation should be dizabled.
» Get More Information

Serial Mumber:  174619A33CE6 SATA Information:
Totsl Capacity: 1.92 TE SATA Interface:  SATA 6.0Ghis
[SATA )

Available Capscity: 1.592 TB
Total Bytes Written:  91.35 GB

Driwer Wersion:  10.0.16299.461 (5tandard SATA AHCI

Caontraller)
Firmware Revision: DMUMD & Latest Firmware Installed
16 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Saving Drive Debug Data
Drive debug data can be useful when contacting customer support. This information includes:

¢ Controller information (firmware logs, SMART data, and SMART logs)
* Driveinformation (serialnumber, model number, firmware version, drive status, and driver version)
* OSinformation (memory usage, kernel version, system interrupts, and CPU information)

1. Openthedrop-down menu at the top of the Drive Details screen and select the
Get Debug Data option.

Figure 7: Get Debug Data Option

o~ J Drive0 - Good Health

= Get Debug Data

Thedataissavedasa.zipfileinthe Storage Executiveinstallationdirectory,asno-ted atthetop ofthe Drive
Details screen:
Figure 8: Debug Data

¢ The get debug data operation has completed successfully. Please get your file in C:\Program Files\Micron
TechnologyWicron Storage Executive\Drive2-debug-20180628-SN174613A93C86.zip

Do you want to send debug data to Micron Support for further assistance?

[ Py 3

= |- J Drive2 - Good Health

Drive Usage Temperature

0.24GB ) / 28° Celsius

Performance and Optimization

Disable 8.3 Filename Creation

Supporting legacy MS-DOS file-naming conventions will reduce performance of an NTFS volume. Unless absolutely
ssary, 2.3 filename craation should be disabled

et More Information

Youcan send the debug datato Micron support by clicking the Yes, I want tosend debug data button.

2. Clickthe GetDebugData option multiple times tooverwrite the .zip filewith the latest information.

17 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Removing a Drive (PCle Drives Only) 7

This section describes how to use Storage Executive to prepare a drive for physical removal from the system.

Note: This option is available only with hot-swappable PCle drives.

1. Click on the Drive Details menu and select a drive.

2. Clickthedrop-down menuatthe top ofthe screen and select Prepare for Removal.

Figure 9: Prepare for Removal
P Storage Executive

M ICFON'  storage Executive

A& System Information —~

i SMAR.T.

Drive0 - Good Health

4 Firmware Updates >
[ o
0GB 29° Celsius
0 800.0 0 120
Serial Number: 182522EE35B1 SATA Information:
> PSID Revert
Total Capacity: 800.00 GB SATA Interface: SATA 6.0Gb/s
Y Momentum Cache > (SATA 3)
- Available Capacity: 800.00 GB
= Flex Capacity
Total Bytes Written: 2341 7TB
Driver Version: 10.0.19041.1889 (Standard SATA
AHCI Controller)
|™ Device Self-Test >
Firmware Revision: DOMH845
#8 Namespace Management
18 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Displaying SMART Attributes

This section describes how to display the Self-Monitoring, Analysis, and Reporting Technology (SMART)

attributes of a Micron SSD. SMART is a monitoring framework used to detect and report various indicators of
consistency and anticipate failures.

1. Click on the SMART menu and select a drive.
2. Thestandard SMART attributes and attributeIDs for the selected drive appear.

For a customer-specific list of SMART attribute details, see the Client SSD SMART Attribute Reference Technical
Note (TN-FD-22) available on micron.com, or con- tact your Micron customer representative.

If adrive exceeds a SMART attribute threshold, the status appears on the Drive Details screen.

19 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Figure 10: SMART Attributes

Storage Executive _

AICTON'  storage Executive

Storage Executive User Guide

LR L T 2 & Drive0 - Good Health

B prive Details

Current Firmware: DOMH845

L Firmware Updates > ID Description Attribute Data Units
1 Raw Read Error Rate 0 Errors/Page
5 Reallocated NAND Block Count 0 NAND Blocks
9 Power On Hours Count 427 Hours
12 Power Cycle Count 128 Power Cycles
@ PSID Revert
170 Reserved Block Count 0 Bad Blocks
Y Momentum Cache > 171 Program Fail Count 0 NAND Page Program Failures
172 Erase Fail Count 0 NAND Block Erase Failures
= Flex Capacity )
173 Block Wear-Leveling Count 3 Erases
22 Over Provisioning 174 Unexpected Power Loss Count 76 Unexpected Power Loss events
180 Unused Reserved Block Count 91518 Blocks
~ i e
Il 183 SATA Interface Downshift 0 Downshifts
184 Error Correction Count 0 Correction Events

®8 Namespace Management

3. Click the Refresh button to refresh the drive’s SMART details.

20 Micron Technology, Inc. reserves the right to change products or specifications without notice.
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Performing a Firmware Updgte

This section describes how to check for and perform firmware updates on supported drives.

Checking for Firmware Updates

To seeifafirmware update isavailable,viewthe drive informationonthe System Information screen.

If yoursystemhasInternetaccessandisnot behind aproxyserver, Storage Executive detects and
automatically displays the status of a drive's firmware version: Latest Firm- ware Installed, New Firmware
Available, Update Firmware, or Firmware Not Available. For some drives, a Check Firmware button is available to
manually check the status. For standard hard drives or third-party SSDs, firmware update is not available.

Figure 11: System Information—Firmware Update Availability

= %E?T.KIOP-AOBLSN .

2.28.200 - Windows 10 Enterprise (build 16299), 84-be

=

Physical Memory Virtual Memory

V Drive0 - Good Heslth HSMART

MEI0-MTFODAK123MAZ

Serial Number: Firmware Revision: & Latest Firmware Installed”

00000000133102058AC7 Muo02

Dnve Capacity. 128.00 GB Current Temperature (in Celous)
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Systems Behind a Proxy Server

Ifyour systemis behind a proxy server, set the proxy server information (on the System Information screen
or the Firmware Update screen) to enable firmware update checks:

Figure 12: Set Proxy Settings

Set Proxy Settings
If you are behind a proxy, please set the HTTPS proxy host and port here to get online updates.

Set Proxy Settings

Proxy Host: e g ho

Proxy Port:
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Updating Firmware

Before performing a firmware update, save all work and close any applications that may be running.
All drives in the system of the same model type are updated when you perform this operation.

1. Click the Firmware Updates menu and select a drive.

2. Review the information on the screen.

Figure 13: Update Firmware

Drive0 - Good Health

Micron_5100_MTFDDAK3T8TCB

Current Firmware: DOMU410 Check for Firmware Updates

WARNING: As with all firmware updates, it is strongly recommended that you backup or make copies of all important files before performing this
update. If performed correctly, there will be no loss of system or user data on the drive. However, if the firmware process is interrupted for any
reason, your solid state drive may not function properly. If this update is done on a notebook computer, it is strongly recommended that power be
supplied by the AC power adapter.

New Firmware Update Available

This will update the firmware on each $5100PRO drive in the system

New Version. DOMU417 Update Firmware Now
Release Date:  Jul-1-2018

Release Notes:

« Improved asynchronous power-loss handling

« General error handling and stability improvements

« TRIM time performance improvement

Enhanced data integrity algorithms

Closed a vuinerability in the firmware download process

Manual Firmware Update

You can manually update the firmware on this drive by selecting an appropriate firmware update package

Selected File Update Firmware Now

3. Click Update Firmware Now.

Duringtheupdate, Storage ExecutiverunsinanISOenvironment. A reboot occursautomatically
afterthe firmwareisinstalled (Windows systems only).

4. After the firmware is updated, verify the newversionbyviewing the drive's details on the
System Information screen.
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Manually Updating Firmware
1. Download the latest firmware from micron.com.
2. Click the Choose File option and locate the firmware package file.

3. Click Update Firmware Now.
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Erasing a Drive

This section explains how to remove all data from a drive by performing a sanitize, Format drive or physical
security ID (PSID) revert operation.

Performing a Sanitize Drive Operation

The sanitize drive operation is supported on all drives except forencrypted drives (thosewith TCG-
enabled/password-protected) Thesedrivesmustuse the PSID revert operation to remove data. See
Performing a PSID Revert Operation (page 28).

Also note:

This operation runsonsystemsin AHCI mode.If yoursystemisinIDEmode, change to AHCI
mode and then proceed.

* This operation cannotbe performed on mounted drives. Unmount the drive before

proceeding. See Unmounting Drives and Drive Partitions.
* Thisoperation cannot be performed on drives connected behind a RAID controller.

CAUTION: This operation completely removes all data from a drive. If possible, back up important data to
alternate storage media before performing the operation.

1. Click the Sanitize Drive menu and select a drive.

2. Review the information on the screen.

Figure 14: Sanitize Drive for non-NVMe drives

fmmmm———————————eeeeeeeessesseses—s———————————————————n

57 Drive1 - Good Health

WARNING:
All data will be removed from the drive.

When you sanitize this drve, sll data stored on it will be erased. Sanitzing will erase everything on the drive including 3l
partitions. Before sanizing your drive, make surs to backup your data and unmount any mounted partitions

Don't tumn off your computer while the drive 5 sanitizing. This process may take several minutes or up to an hour,
depending on how much data is stored on the drive

Are you sure you want to perform a sanitize operation on this drive?

Yes, sanitize drive and remove ALL data.

For NVMe drive Block Erase, Crypto Erase, or Overwrite can be selected.
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Figure 15: Sanitize Drive for NVMe drives

Q

V mtinvme1978A1B2C3D4 - Good Health

MTFDRKBAZSEGTOVZAY12ABYY

Sanitize drive will detete all data in the drive. Plaase safect the type you want to delete the drive balow

Please Select Sanitize Type:

» Block
Crypto
Overwrite This cpers:

Are you sure you want to perform a sanitize operation on this drive?

Yes, sanitize drive and remove ALL data

3. Ifthe drive is mounted or contains mounted partitions, an option to take the drive offline
andunmountallpartitions appears. Click this option to continue with the operation.

4. Click Yes, sanitize drive and remove ALL data to perform the operation.

5. Theoperationstarts. OnWindows systems (bootdrivesonly), thesystem reboots during
the sanitize drive process. No reboot occurs on Linux systems or on non-boot drives in Windows
systems.

When complete, all data from the drive is removed.
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Performing a Format Drive Operation
The Format operation isused tolow level format the NVMmedia.This may destroy all data and

metadataassociated with the specified namespace(s). Thisisused whenthehostwantsto change
the LBA data size and /or metadata size.

The format operation is supported on all drives except for encrypted drives (those
with TCG- enabled/password-protected). These drives must use the PSID revert
operation to remove data. See Performinga PSID Revert Operation (page 28).

This operation cannot be performed on mounted drives. Unmount the drive before proceeding. See
Unmounting Drives and Drive Partitions.

1. Click the Format Drive menu and select a drive.

2. Selectthe namespace(s) and Format type to perform format operation

3. Review the information on the screen.

Figure 16: Format Drive for NVMe drives
— 1

c v« mtinvme1978A1B2C3D4 - Good Health
Format drive will delete all data in the drive. Please select the type you want to delete the drive below
Select Namespace Please select Format Type below:
Select All Namespaces Non:Secire
To select "MULTIPLE" :(Ctrl + left click) LBA - Metadata size
Namespace ID: 1 LBA Size: 512 Metadata size: 0 A

Secure: User Data

Secure: Crypto

4. ClickYes, perform formatto perform formatoperation ondrive and remove alldata.

5. Theoperation starts. When complete, all data from the driveis removed.
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Performing a PSID Revert Operation

The PSID revert operation removes all data from an encrypted drive (one with TCGena-
bled /password-protected).Itcanalsobeusedintheeventyouhavean encrypted drive for which you
have lost the authentication code to return the drive to its factory default state.

TCG is automatically enabled on drives that are initialized in systems running Windows 8 orlater, orit
canbeenabled with third-party software utilities. For more in- formation on TCG, refer to
http:/ /www.trustedcomputinggroup.org/.

To determineif TCGisenabledonyourdrive,viewtheDriveDetailsscreen. Driveswith TCG enabled
appear with the eyeicon next to the drive number:

Figure 17: TCG-Enabled Drive

¢ Q> Drive4 - Good Health

Before You Begin
Obtaining the PSID Code

The drive'sPSID codeisrequiredto runthis operation. The PSID codeislocated onthe front label of the
drive (Figure 18). Obtain this code before proceeding.

Figure 18: PSID Code

. ®
\‘\5@ 183 O

\\\ S q;ﬂ\'
\ AL\ PV VS @

Unmounting Drives and Drive Partitions

APSID revert operation cannot be performed on mounted drives or drives with mounted partitions.
To unmountadriveinLinux,issuetheunmountcommand. Tounmount a

drive inWindows:

1. Open an administrator command prompt.

2. Run the following command: compmgmt.msc

3. Select Disk Management.

4.  Right-click on the target drive and select Offline.
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Running PSID Revert

These instructions apply to both Windows and Linux systems. However, some configuration is required on
Linux systems before performing this operation. See Configuring Linux Systems to Perform a PSID

Revert Operation (page 28).

CAUTION: This operation completely removes all data from the drive and returns the drive to its factory
defaultstate. If possible, back upimportant datatoalternate media before performingthe operation.

1. Click the PSID Revert menu and select a drive.

2. Review the information on the screen.

Figure 19: PSID Revert

J &> Drive1 - Good Heaith

Wiicron_1100_MTFDDAK512TEN

WARNING:
All data will be removed from the drive.

make sure to backup your dats and unmount any mounted partibons.
Don't turn off your computer while the operation is in progress.
FSID Revert will deactivats encryption on the selzcied drive.

PSID ldentification

The FSID value can b found on the drive’s main label,

Refer to the image to help identify the focation of the PSID valus ‘JQQ
on the drive. W

‘15\'-' ) \‘ "-\\
\
\}s’} v \\\\\\\

PSID: 12W1H2345-1WWW-1234-121W4-12345W 123458

Yes, perform PSID Revert.

When you perform 3 FSI0 revert. il data storad on the drive will become unreadable. including all partitions. Please

Are you sure you want to perform a PSID Revert operation on this drive?

1655

3.  In thePSID field, enter the 32-Character PSID code foundonthe front labelofthe drive.

4. Click Yes, perform PSID Revert to perform the operation.

The operation begins and takes a few seconds to complete. When complete,a confirmation

message appears, and all datais removed from thedrive.
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Configuring Linux Systems to Perform a PSID Revert Operation

TCG commands must be enabled on a Linux system to run the PSID revert operation. By default,
allTCG commands are disabled (blocked) by a Linux kernel. To enable TCG commands, an additional
kernel boot parameter (libata.allow_tpm=1)mustbeadded. The steps to adda kernel boot parameter
varyby Linuxdistribution. The following are generic steps for adding a kernel boot parameter using
the boot loader GRUB:

1. Asarootuser, make a back-up copy of the grub.conf file:
cp/boot/grub/grub.conf /boot/grub/grub.conf.backup

2. Asaroot user open: /boot/grub/grub.conf

3. Gotothekernel bootline (theline that begins with "kernel /vmlinuz"). Some Linux
distributions with multiple boot options have multiple kernelboot lines.In this case,you must
determine the boot option that you wouldlike to use for performing the PSID revert operation
and edit that menu option.

4. Append the following option to the line: libata.allow_tpm=1
5. Save changes to /boot/grub/grub.conf.
6. Reboot thesystem.

7. Perform the PSID revert operation following the instructions in Performing a PSID Revert Operation
(page 25).

8. Asaroot user, reinstate the backup copy of the grub.conf file:

mv/boot/grub/grub.conf.back /boot/grub/grub.conf
9. Rebootthe system.
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Enabling or Disabling Momentum Cache

Momentum Cache is an intelligent software driver that dynamically leverages unused systemresources to

enhance burst performance. This feature runs on supported drives containingabootvolumein Windows
systemsonly.Itis recommendedtoenable Mo- mentum Cache on your system's boot drive.

For more information on Momentum Cache, see the Enhancing Burst Performance with
Momentum CacheTechnicalNote (TN-FD-32)available on micron.com.

Before enabling or disabling this feature, save all work and shut down any running ap-plications.
1. Click the Momentum Cache menu.

2. Review the information on the screen.

Figure 20: Momentum Cache

Momentum Cache version 1.7. Battery Detected

Momentum Cache may enhance overall system performance. - A battery backed
This featurs is currently available for supponied drives. B POWEN SOUIGE Was
» detactad in your
system,

Using Mormentum Cache with a
batiery backed power source 1s
highly recommended in ordar to
optimize the rafiability of
Momentum Cache,

Please select the drive you wish to enable Momentum Cache on...

Drive0 - Good Heslth Enable Mome: e
MS10-MTFDOAX1ISMAZ

Itis recommended that you enable Momentwm Cache on your boot drive.

Drive1 - Good Heslth

Mioron_§166_EEFDDAKBIOTCC

E)rivez - G?od LHe-:;)th Enable Momentum Cache
Mioron_s ¢ _EEFDOAKITETDC

Clickthe button nexttoadrive toenableordisablethe Momentum Cache feature.

4. Confirm the operation when prompted.

5. The system reboots after the operation completes.
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Setting Over-Provisioning Capacity

Over-provisioning allocates a percentage of a drive's free space to improve performance and endurance.
Theover-provisioning space becomesavailable exclusively tothe drive's controller, enablingthe controllerto
usethe spacefor variousmanagement functions. Thisleaveslessusablecapacity, butresultsin improved
performance and endurance.

Requirements:

* Over-provisioningcan be enabled on supported driveswith NTFS file systems only.
* Adrive must have a partition to enable over-provisioning (the over- provisioning capacity
is set on the last accessible partition). Restrictions:

* Over-provisioningcanbeseton aRAWpartition; however,itis not recommendedas

damage to data can occur.

* Over-provisioning cannot be set on SAS drives.

* Over-provisioning cannot be set on drives with the following configurations: USB-attached, write-
protectenabled, offlinestatus,dynamicstatus, or securitylocked.

Enabling Over-Provisioning

1. Click the Over-Provisioning menu and select a drive.

2. Click Initiate Over-Provisioning.

Figure 21: Over-Provisioning

v @ Drive1 - Good Health

on_1100_MTFDDAK512TBN

Over-Provisioning

COwer-provisioning (OF) allocates 3 percentage of an SSD's free space to improve performance and endurance. The OP
space becomes avaiable exclusively 1o the SSD controller, enabling the controller to use the space for vanous
management functions. This leaves less usable capacity, but results in improved performance and endurance. An SSD
must have a partition to enable OP; the OP capacity is sat on the last sccessible partition.

Drive1 - Micron_1100_MTFDDAKS12TEN 476.94 GE

42824 GB 47898 GB
£ 80.00% OFP 10.00%

OP settings for Drive E:|

Recommended: Custom: | “’o [1% - 50%])

Space allocated for OF: 47.69 GB
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3. Toenable Storage Executive to automatically allocate the recommended amount of over-
provisioning capacity, click the button next to Recommended. The amount of over-provisioning

capacity appears in the Custom field.

To allocate your own amount of over-provisioning capacity, do not select the but- ton. Simply enter the
percentage amount (from 1-50%) in the Custom field.

4. Click SetOP.
5. Confirm the operation when prompted.

The over provisioning capacity is set immediately. No reboot is required.

Disabling Over-Provisioning
1. Click the Over-Provisioning menu and select a drive.
2. Click Initiate Over-Provisioning.

3. Click ClearOP.
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Setting Flex Capacity

TheFlexCapacityfeature allows you tochangethecapacityofadriveto help improve drive
endurance. This feature changes the user allocated space, which limits the amountofdatathat
canbestored onthedrive. The capacity you setappearsasthe drive's new capacity nthe OS;the
remaining capacity becomes available to the drive for the purpose of performing background
activities, which can help extend drive life.

The new capacity can be as low as 1GB but cannot exceed the native maximum capacity of thedrive.

This feature is available on supported drives only.
Important:

¢ All datais removed from the drive when you setthe FlexCapacity.
*  Before performing this operation, backup your data and unmount any mounted partitions.
* Do not turn off the system while the operation is in progress.

Setting Capacity

1. Click the Flex Capacity menu.
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Figure 22: Setting Drive Capacity

Drive1 - Good Health

Micron_5100_EEFDDAKBG0TCC

WARNING:
All data will be removed from the drive.
When you use Flex Capacity on this drive, all data stored on it will be erased. Changing the drive capacity will erase

everything on the drive inciuding all partitions. Before performing this operation, make sure to backup your data and
unmount any mounted partitions.

Don't tum off your computer while this operabion is in progress.

FlexPro™ Firmware Architecture
Flex Capacity - Drive Capacity

Flex Capacity firmwares architecture allows you to aker the

maximum capacity of the drive. It is strongly recommended that you power cycie

The new capacity may be as low as 1GB but cannot exczed your system after the successful completion of this
the native maximum capacity of the drive. operation.
You cannot reconfigure the drive capacity more than
once without the power cycle in between each change
Rebooting your system is not sufficient, 3 full power
cycle is required

New Capacity:  |nteg G GB Set Drive Capacity

New Capacity must be between 1GB and 960GB.

Reset to Native Max. Capacity

Use this option to reset the drive capacity to its native maximum of 360GE.

2. Enter the new maximum capacity for the drive in the New Capacity field.

3. Click Set Drive Capacity.

4. Afterthe operation completes, power cycle the system. (A reboot is not sufficient; a full power
cycle is required.)
Returning to Native Drive Capacity

1. Click the Flex Capacity menu.

2. Click Reset to Native Max. Capacity.
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Running Device Self-Test
The Device Self-Test feature allows you to test the health of the drive. The drive remains operational

during testing and all data on the drive is preserved; however, performance may be reduced during
the test operation.

This feature is available on supported drives only.

1. Click the Device Self-Test menu.

Figure 23: Running the Device Self-Test

J @ Drive3 - Good Health

Micron_1100_MTFDDAKS512TBN

The Device Self-Test command provides a non-destructive way for the device to test itself.

Data on the drive will be preserved regardless of which option is selected, but drive performance
may be reduced while the operation is in progress.

Select Device Self-Test type:

® Short Self-Test; quick test under two minutes, no data loss
Extended Self-Test; longer test with reads and writes. no data loss

" Run Device Self-Test

2. Select the type of test to run:

*  Short Self-Test: performs a quick test of the drive.

* Extended Self-Test: performs amorein-depth testofthe drive, consistingof reads and
writes.

3. ClickRun Self-Test.

4. Thetest progress appears. When complete, the results of the test appear under the drive name.
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The Namespace Managementfeature allows you to createordeletenamespaces ona supported NVMe
drive. Anamespaceisacollection oflogical blocks with addresses that rangefromOto thesizeofthe

name space. Anamespaceappears as a standard-block device on which file systems and
applications can be deployed without any modification.

Creating a Namespace

1. Click the Namespace Management menu and select a drive.

2. Click Create Namespace.

Figure 24: Namespace Management

~

(5] “ mtinvme - Good Health

Namespace Management

This option provides the ability to manage the namespaces on a NVME device.

Total Capacity: 2747269120 bytes

| Available Capacity: 3772036505600 bytes

Largest Media Fragment: 3840755982336 bytes
|

Create Namespace

Namespace ID:1

il Delete
LBA Data Size: 512 Total Size: 2097152000
Max Capacity: 2.09GB Available Space: 2.09 GB
OS Device: Drive0 Metadata Size: 0.00B

3. Inthe Namespace Type field, select TLC or SLC.

If you select TLC, provide the namespace size in LBs. If you select SLC, provide the namespace size
in terms of percentage. Valid percentages are: 10, 20, 30, 40, 50, 100.

4. Click Create.

Deleting a Namespace
1.

2.

Click the Namespace Management menu and select a drive.

Click Delete Namespace next to the namespace to be deleted.

3. Confirm the operation when prompted.
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